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Status of EU5G development

> Phase 2 (development of the candidate scheme) started
January 2023 delayed again

- Follow the EUCC IR finalization as a roadmap

- Harmonization of aaccreditation and vulnerability handling
requirements among the schemes

- Lack of a working arrangement with GSMA and ETSI
- Recent GSMA documents submitted to ETSI
- Unfamiliarity with GSMA SAS scheme

> Public consultation on draft scheme expected in Q1 2024




Current key discussion items

> eUICC
— Availability of SAM and CSP specifications
- EU-PKI to manage the deployment of wallet applets on top of the eUICCs

> NESAS

- Vulnerability analysis and related pilots

- Transformation of GSMA documents into ETSI

— Maintenance organization

— Scheme policy on authorization and certification by public bodies
— Audit report format (depending on accreditation requirements)

— Validity of audit report versus validity of certificates

> SAS

— Scope of certification
- Transformation of GSMA documents into ETSI and maintenance organization
- Audit format and accreditation requirements




Thank you for your
attention...

Questions ?

Rob Huisman CISSP

Lead Security Expert European Cybersecurity
Certification

National Cybersecurity Certification Authority
Dutch Authority for Digital Infrastructure

Piet Mondriaanlaan 54 | 3812 GV | Amersfoort
P.O. box 450 | 9700 AL | Groningen
rob.huisman@rdi.nl

http://www.rdi.nl
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ECCG

> European Cybersecurity
Certification Group

> 12th July 2023

> 22th September 2023
> 20th October 2023

> 20th November 2023

> Mostly focussed on EUCS
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Status of Implementing Regulation

— DGCNECT provided MS with IR on 27t September

— Establishment of ECCC
- IR provided to WTO-TBT for notification (60 days)
— IR published on *have-your-say’ for public comments (due 31 Oct)

— Many changes from ENISA proposal:
Status and use of PPs
State-of-the-art documents
Mandatory withdrawal from CCRA

1 year transition period

Etc.

- Adoption/Publication of EUCC Implementing Regulation expected by end of this
year
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> “state-of-the-art” document on Accreditation of ITSEFs included in IR

> New “state-of-the-art” documents
— Accreditation of CABs
— Vulnerability handling and disclosure

> EUCC maintenance
- Establishing an ECCG subgroup for EUCC maintenance coordination
— Establishing an ISAC for supporting document creation and maintenance

> ECCG Crypto subgroup
— Continuing the work from the SOG-IS crypto group
- 15t meeting held, agreement on work items and status of output documents




Other activities in liaison with EUCC

EUSG

For eUICC certification

eIDAS/wallet

May mandate EUCC certification or reuse EUCC certificates as presumption of conformity

Al feasibility study

Will analyze how to reuse EUCC certification and where different evaluation methods would be
necessary

Cyber Resiliance Act (CRA)

How to use EUCC certificates for presumption of conformity to CRA essential requirements as
defined in Annex I
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